
 

 

Training Course SC-900: Microsoft Security, Compliance, and Identity 

Fundamentals 

 

Overview: This course provides foundational level knowledge on security, compliance, and identity 

concepts and related cloud-based Microsoft solutions. 

Duration: 1 Day. 

Audience Profile: The target audience for this course is individuals who want to become familiar with the 

fundamentals of security, compliance and identity (SCI) in cloud-based and related Microsoft services. The 

content of this course is aligned with the objective profile of the SC-900 exam. Candidates should be 

familiar with Microsoft Azure and Microsoft 365 and understand how Microsoft security, compliance and 

identity solutions can span across these solution areas to provide a holistic end-to-end solution. 

Certification: This course prepares you for the SC-900: Fundamentals of Security, Compliance and Identity 

exam. 

Course Objectives:  After completing this course, students will be able to: 

• Describe basic concepts of security, compliance, and identity. 

• Describe the concepts and capabilities of Microsoft identity and access management solutions. 

• Describe the capabilities of Microsoft security solutions. 

• Describe the compliance management capabilities in Microsoft. 

Course Outline:  

1- Describe the basic concepts of security, compliance, and identity. 

o Describe security and compliance concepts and methods. 

o Describe identity concepts. 

2- Describe the concepts and functions of Microsoft Identity & Access Management solutions. 

o Describe the basic services and identity types of Azure AD. 

o Describe the authentication features of Azure AD. 

o Describe the access management features of Azure AD. 

o Identity protection and governance features of Azure AD. 

3- Describe the features of Microsoft security solutions. 

o Describe the basic security features of Azure. 

o Describe the security management features of Azure.  

o Describe the security features of Microsoft Sentinel. 

o Describe the threat protection features of Microsoft 365. 

o Describe the security management features of Microsoft 365. 

o Endpoint Security with Microsoft Intune. 



4- Describe the features of Microsoft compliance solutions. 

o Describe the compliance management capabilities in Microsoft 

o Describe the information protection and governance features of Microsoft 365 

o Describe the insider risk features in Microsoft 365 

o Describe the eDiscovery and monitoring capabilities of Microsoft 365 

o Describe the resource governance capabilities in Azure 


