Designing and Implementing
Microsoft DevOps solutions

CourseID:AZ-400T00-A

Overview:

This course provides the knowledge and skills to design and implement DevOps processes and practices. Students will learn how to
plan for DevOps, use source control, scale Git for an enterprise, consolidate artifacts, design a dependency management strategy,
manage secrets, implement continuous integration, implement a container build strategy, design a release strategy, set up a release
management workflow, implement a deployment pattern, and optimize feedback mechanisms.

Objectives:

- Plan for the transformation with shared goals and timelines

- Select a project and identify project metrics and KPIs

- Create a team and agile organization structure

- Describe the benefits of using Source Control

- Deploy and manage infrastructure using Microsoft automation technologies such as ARM templates, PowerShell, and Azure CLI
- Describe deployment models and services that are available with Azure

- Deploy and configure a Managed Kubernetes cluster

Audience(s): Level: Course Duration:

- Everyone who is interested in designing - Advanced - 5Days
and implementing DevOps processes or in

passing the Microsoft Azure DevOps

Solutions certification exam.

Delivery Mode: Location: Language:

- Virtual & Classroom Training - Tunisia / Bahrain - English / French

Exam: Certification
- AZ-400 - N/A
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Course Qutline:

Module 1: Planning for DevOps Lessons

- Transformation Planning

- Project Selection

- Team Structures

- Migrating to Azure DevOps

- Lab: Agile Planning and Portfolio Management with Azure Boards

Module 2: Getting started with Source Control Lessons

- What is Source Control

- Benefits of Source Control

- Types of Source Control Systems

- Introduction to Azure Repos

- Introduction to GitHub

- Migrating from Team Foundation Version Control (TFVC) to Git in Azure Repos
- Authenticating to Git in Azure Repos

- Lab: Version Controlling with Git

Module 3: Scaling Git for enterprise DevOps Lessons

- How to Structure your Git Repo

- Git Branching Workflows

- Collaborating with Pull Requests in Azure Repos
- Why care about GitHooks

- Fostering Inner Source

- Lab: Code Review with Pull Requests

Module 4: Consolidating Artifacts & Designing a Dependency Management Strategy Lessons

- Packaging Dependencies
- Package Management
- Migrating and Consolidating Artifacts

- Lab: Updating Packages

Module :Implementing Continuous Integration with Azure Pipelines essons

The concept of pipelinesin ev ps
Azure Pipelines

Evaluate use of Hosted vs Private Agents
Agent Pools

Pipelines and Concurrenc

a Ena ling Continuous Integration with Azure Pipelines
a Integrating E ternal Source Control with Azure Pipelines

Module :Managing Application Config and Secrets essons

- Introduction to Securit

- Implement secure and compliant development process

- Rethinking application config data

- Manage secrets tokens and certificates

- Implement tools for managing securit and compliance in a pipeline

a Integrating Azure e ault with Azure ev ps
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Module :Managing Code ualit and Securit Policies essons

- Managing Code ualit
- Managing Securit Policies

a Managing Technical e twith Azure ev psand SonarCloud

Module :Implementing a Container uild Strateg essons

- Implementing a Container uild Strateg

a Modernizing E isting ASP ET Apps with Azure
Module :Manage Artifact versioning securit  compliance essons

- Package securit

- pen source software

- Integrating license and vulnera ilit scans
- Implement a versioning strateg

a Manage pen Source Securit and icense with hite Source

Module : esign a Release Strateg essons

- Introduction to Continuous eliver

- Release strateg recommendations

- uilding a High ualit Release pipeline

- Choosing a deplo ment pattern

- Choosing the right release management tool

Module :Set up a Release Management orkflow essons

- Create a Release Pipeline

- Provision and Configure Environments

- Manage and Modularize Tasks and Templates

- Integrate Secrets with the release pipeline

- Configure Automated Integration and Functional Test Automation
- Automate Inspection of Health

Configuring Pipelines as Code with AM
Setting up secrets in the pipeline with Azure e vault
Setting up and Running Functional Tests
sing Azure Monitor as release gate
Creating a release ash oard
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Module :Implement an appropriate deplo ment pattern essons

Introduction to eplo ment Patterns
Implement lue reen eplo ment
Feature Toggles

a Feature Flag Management with aunch arkl and Azure ev ps
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Module 13:Implement process for routing system feedback to development teams Lessons

- Implement Tools to Track System Usage, Feature Usage, and Flow
- Implement Routing for Mobile Application Crash Report Data
- Develop Monitoring and Status Dashboards

a Monitoring Application Performance

Module14: Infrastructure and Configuration Azure Tools Lessons

a Modernizing E isting ASP ET Apps with Azure
Module :Manage Artifact versioning securit  compliance essons

- Package securit

- pen source software

- Integrating license and vulnera ilit scans
- Implement a versioning strateg

a Manage pen Source Securit and icense with hite Source

Module : esign a Release Strateg essons

- Introduction to Continuous eliver

- Release strateg recommendations

- uilding a High ualit Release pipeline

- Choosing a deplo ment pattern

- Choosing the right release management tool

Module :Set up a Release Management orkflow essons

- Create a Release Pipeline

- Provision and Configure Environments

- Manage and Modularize Tasks and Templates

- Integrate Secrets with the release pipeline

- Configure Automated Integration and Functional Test Automation
- Automate Inspection of Health

Configuring Pipelines as Code with AM
Setting up secrets in the pipeline with Azure e vault
Setting up and Running Functional Tests
sing Azure Monitor as release gate
Creating a release ash oard

[« TR T DR« VI o)

Module :Implement an appropriate deplo ment pattern essons

Introduction to eplo ment Patterns
Implement lue reen eplo ment
Feature Toggles

a Feature Flag Management with aunch arkl and Azure ev ps
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